Tackling the Cyber Crime Threat

The Eastern Region




Wh at shal | we dI scusseé

A What is Cyber Crime?

A What are the current threats?

A What is the capability of local and regional Cyber Crime Investigations?
A What support is out there to assit

A Who to contact, when and how

=2
2

[/\ -
£ @ O



Who is this guy?

A Sergeant PhiCobley

A Over 10 years experience in the Police

A Previous role was the Digital Forensics & Cyber Crime Investigations Manager
at Bedfordshire Police for 3 years

A Qualified Digital Forensics Practitioner in Computer and Mobile Examinations

A Currently studying BSc in Software Development

A Was the Bedfordshire Police Force Practitioner Lead on Cyber Crime

A Guest Lecturer at some Universities in the region on Cyber Crime

A Sit on the National ISO 17025 Standards ExXgetivork

A Publishedt y 0 KS f Gylder S&chdzNIw & Pradtice

A Coauthored an eBookroduced by the NCGR @
CA Practical Guide to Coping witiyberstalking A*‘
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(S h am e I eSS P I U g) National Centre for Cyberstalking Research

A PRACTICAL GUIDE
TO COPING WITH

CYBERSTALKING

A Practical Guide to Coping with Cyberstalking [Kindle Edition]
Mational Centre for Cyberstalking Research (Author)
Be the first to review this item

Kindle Price: £2.99 includes VAT= & free wireless delivery via Amazon Whispernet
* Unlike print books, digital books are subject to VAT,

* lLength: 154 pages (estimated) [»

# Don't have a Kindle? Get vour Kindle here or start reading now with a free Kindle Reading App.
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So wihattis CybércCrimae?
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Cyber c¢crime i n the UK 1 sé

The adopted definition of Cyber Crime is:

A Cyber Dependent Crimes, where a digital system is the target as well
as the means of attack. These include attacks on computer systems to
disrupt IT infrastructure, and stealing data over a network using
malware (the purpose of the data theft is usually to commit further
crime).

A Cyber Enabled Crimes. 6 Exi stingd crimes that hav
scale or form by their use of the Internet. The growth of the Internet has
allowed these crimes to be carried out on an industrial scale.

A The use of the Internet to facilitate drug dealing, people smuggling and
many other 'traditional’ crime types.
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0 What are the lines of enquiry?
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0 What are the lines of enquiry?
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BEDFORDSHIRE POLICE

Protecting People and Fighting Crime
Together

Is ittreably|sueh @bigldeat?al?
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We now | 1 ve our | 1T ves 0

3bn people will be using the internet worldwide
by 2016 and by the end of the year, networked
devices will outnumber people by six to one

On average each household has 3 internet
enabled devices and 2/5 adults have smart
phones

8% of GDP generated through the internet
economy

£121bn in 2010 with Household annual retail sal
worth £2.6bn with 30% year on year growth



http://www.google.co.uk/imgres?imgurl=http://c14989991.r91.cf2.rackcdn.com/blog/wp-content/uploads/2011/11/Smartphone.jpg&imgrefurl=http://fiveagainstone.wordpress.com/2013/05/&usg=__CkwcOt9XERP4KV3lFaKtfQCfxBI=&h=3600&w=4200&sz=1826&hl=en&start=23&zoom=1&tbnid=zd13m1IEwIkpyM:&tbnh=129&tbnw=150&ei=_n_VUanKNbCX0QXppIF4&prev=/search?q=smart+phone&start=20&safe=vss&sa=N&hl=en-GB&gbv=2&tbm=isch&itbs=1&sa=X&ved=0CDAQrQMwAjgU

Estimated cost of Cyber Crime - £27billion 0o
2% GDP (Detica 2011)

A £21 billion to business
A £2.2 billion to government




Crime Survey for England & Wales 2012

In the previousil2months

IDentity Theft -
\ _ 4 A1/3 adults suffereconline crime

A1/5 adults sufferedffline crime

Federation of Small Business (21/05/12
From WViay2201 1tovMay 2012

41%o0f memberssufferedcyber crimeat a costof £800m
20%had takenno stepsto protect themselves
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http://www.google.co.uk/imgres?imgurl=http://iamsocialicious.files.wordpress.com/2009/06/identity_opener.jpg?w=600&imgrefurl=http://iamsocialicious.wordpress.com/2009/06/15/how-to-prevent-social-media-identity-theft/&usg=__j00F7s5jZQqhLbYCw66xs0fvcjo=&h=438&w=500&sz=43&hl=en&start=3&zoom=1&tbnid=vcjXIos7CA3o3M:&tbnh=114&tbnw=130&ei=vX3VUeGrDM2m0wWHg4GABA&prev=/search?q=identity+theft&safe=vss&hl=en-GB&gbv=2&tbm=isch&itbs=1&sa=X&ved=0CDAQrQMwAg

