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What shall we discussé 

ÅWhat is Cyber Crime? 

ÅWhat are the current threats? 

ÅWhat is the capability of local and regional Cyber Crime Investigations? 

ÅWhat support is out there to assist? 

ÅWho to contact, when and how 



Who is this guy?  

ÅSergeant Phil Cobley 

ÅOver 10 years experience in the Police 

ÅPrevious role was the Digital Forensics & Cyber Crime Investigations Manager 

at Bedfordshire Police for 3 years 

ÅQualified Digital Forensics Practitioner in Computer and Mobile Examinations 

ÅCurrently studying BSc in Software Development 

ÅWas the Bedfordshire Police Force Practitioner Lead on Cyber Crime 

ÅGuest Lecturer at some Universities in the region on Cyber Crime 

ÅSit on the National ISO 17025 Standards Expert Network 

ÅPublished ƛƴ ǘƘŜ ƭŀǿ WƻǳǊƴŀƭ ΨCyber Security Law & PracticeΩ 

ÅCo-authored an eBook produced by the NCCR ς  

άA Practical Guide to Coping with Cyberstalkingέ 



(Shameless Plug)  



So what is Cyber Crime?  



Cyber crime in the UK isé 

The adopted definition of Cyber Crime is: 

 

Å Cyber Dependent Crimes, where a digital system is the target as well 

as the means of attack.  These include attacks on computer systems to 

disrupt IT  infrastructure, and stealing data over a network using 

malware (the purpose of the data theft is usually to commit further 

crime).  

 

Å Cyber Enabled Crimes. óExistingô crimes that have been transformed in 

scale or form by their use of the Internet.  The growth of the Internet has 

allowed these crimes to be carried out on an industrial scale. 

 

Å The use of the Internet to facilitate drug dealing, people smuggling and 
many other 'traditional' crime types.  

 

 



Think Digital ð What are the lines of enquiry?  



Think Digital ð What are the lines of enquiry?  



Which of these is a cyber threat? 

/ƻƳƳƻƴ ƘƻǳǎŜ ƘƻƭŘ ΨǎƳŀǊǘΩ ƎƻƻŘǎ ŀǊŜ ƴƻǿ ōŜƛƴƎ ƘŀŎƪŜŘ  

and used in Spam and DDOS activity 

 



Is it really such a big deal?  



        We now live our lives onlineé 

3bn people will be using the internet worldwide 
by 2016 and by the end of the year, networked 
devices will outnumber people by six to one 
  

On average each household has 3 internet 
enabled devices and 2/5 adults have smart 
phones 
 

8% of GDP generated through the internet 
economy 
 

£121bn in 2010 with Household annual retail sales 
worth £2.6bn with 30% year on year growth 

 

 

http://www.google.co.uk/imgres?imgurl=http://c14989991.r91.cf2.rackcdn.com/blog/wp-content/uploads/2011/11/Smartphone.jpg&imgrefurl=http://fiveagainstone.wordpress.com/2013/05/&usg=__CkwcOt9XERP4KV3lFaKtfQCfxBI=&h=3600&w=4200&sz=1826&hl=en&start=23&zoom=1&tbnid=zd13m1IEwIkpyM:&tbnh=129&tbnw=150&ei=_n_VUanKNbCX0QXppIF4&prev=/search?q=smart+phone&start=20&safe=vss&sa=N&hl=en-GB&gbv=2&tbm=isch&itbs=1&sa=X&ved=0CDAQrQMwAjgU


Å £21 billion to business 

Å £2.2 billion to government 

Å ϻоΦм ōƛƭƭƛƻƴ ǘƻ ΨWƻ tǳōƭƛŎΩ 

Å 44m cyber attacks in 2011 in UK 

Estimated cost of Cyber Crime - £27billion ð  

2% GDP (Detica  2011)  

National Security Strategy Tier 1 threat  



In the previous 12 months 

Å1/3 adults suffered online crime 

Å1/5 adults suffered offline crime 

 

 

Federation of Small Business (21/05/12) 

From May 2011 to  May 2012 
41% of members suffered cyber crime at a cost of £800m 

20% had taken no steps to protect themselves 

 

 

 

Crime Survey for England & Wales 2012  

http://www.google.co.uk/imgres?imgurl=http://iamsocialicious.files.wordpress.com/2009/06/identity_opener.jpg?w=600&imgrefurl=http://iamsocialicious.wordpress.com/2009/06/15/how-to-prevent-social-media-identity-theft/&usg=__j00F7s5jZQqhLbYCw66xs0fvcjo=&h=438&w=500&sz=43&hl=en&start=3&zoom=1&tbnid=vcjXIos7CA3o3M:&tbnh=114&tbnw=130&ei=vX3VUeGrDM2m0wWHg4GABA&prev=/search?q=identity+theft&safe=vss&hl=en-GB&gbv=2&tbm=isch&itbs=1&sa=X&ved=0CDAQrQMwAg

